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EXAMINER'S AMENDMENT 

1. Claims 1-22 are pending. 

2. An examiner's amendment to the record appears below. Should the changes 
and/or additions be unacceptable to applicant, an amendment may be filed as provided by 
37 CFR 1.312. To ensure consideration of such an amendment, it MUST be submitted no 
later than the payment of the issue fee. 

Authorization for this examiner's amendment was given in a telephone interview 
with Steven H. Meyer, Reg No. 37,189, at (215) 568-3100. 

Independent claim 15 includes the recitation "the t second device" in the first 
statement of the claim. This has been amended to recite meant to recite "the second 
device". 



Reasons for Allowance 

3. In light of Applicant's amendments to claims 1 and 15, the previous rejections in 
view of Saito have been withdrawn. 



In reference to claim 1 : 
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A method for a user at a second computing device to render encrypted digital content on 
a first computing device distinct from the second device, the first device having a public 
key (PU1) and a corresponding private key (PR1), the second device having a public key 
(PU2) and a corresponding private key (PR2), the digital content being encrypted 
according to a content key (KD), the method comprising: 

• Where the user at the second computing device is the first user Ul, and 

the computer or the client the first user Ul is requesting from is the 

second computing device. 



• Where the first device 's public key, PU1 is the public key presented to it 
by the first user, Kbl, and the corresponding private key to PR1 is KsL 

• Where the second device public key PU2 is also Kbl of the first user of 
Saito. Where the second device PR2 is Ksl in Saito. 

• The user at the second device obtaining from a licensor distinct from the second 
device a digital license corresponding to the content and the second device, the 
digital license including the content key (KD) therein encrypted according to the 
public key (PU2) of the second device (PU2 (KD)); 

o Where the user at the second device is first user Ul in Saito, and where 
Ul obtains from the licensor(the data management center of Saito (Figure 
1) distinct from Ul)) the digital license (the combination of the data 
content name and Kbl in Column 6, lines 60-67), where the content key 
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KD is Ksl, and its encryption is present in Saito as Ckslkbl, where the 
public key PU2 used to encrypt KD is Kb! of Saito. 

• The user at the second device determining that the rules of the license do in fact 
permit issuance of a sub-license from the second device to the first device; 

o Where the user at the second device is Ul, and the issuance of a sub- 
license if performed by transferring the data content to a second user, U2. 
(Column 6, lines 43-47) 

• The user at the second device decrypting (PU (KD)) from the digital license with 
the corresponding private key (PR2) to produce the content key (KD); 

o Where the content key KD, was encrypted as PU(KD) as Ckslkbl, and 
where the private key, PR2 is used to decrypt CkslKbl to obtain the 
content key KD as Ksl of Saito.. 

• The user at the second device obtaining from the first device the public key 
thereof (PU1); 

o Where the second device is Ul of Saito, and the public key PU1, as Kbl of 
Saito is returned to the Ul in (Column 6, lines 60-67) 

• The user at the second device encrypting the content key (KD) according to the 
public key (PU1) of the first device (PU1 (KD)); and 

o Where the user at the second device is Ul of Saito, and the content key, 
Ksl, is encrypted by the public key PU1 (mapped to Kbl of saito) to form 
Ckslkbl. 
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Saito fails to disclose: 

• The user at the second device composing the sublicense corresponding to and 
based on the obtained license for the first device, the sub-license including (PU1 
(KD)), and transferring the composed sub-license to the first device, wherein the 
first device can decrypt (PU1 (KD)) with the private key thereof (PR 1) to produce 
the content key (KD), and can render the encrypted content on the first device 
with the produced content key(KD). 

Saito only discloses: 

A sublicense containing PUL (Column 6, lines 43-47) 

Saito fails to disclose 

• including rules for determining whether the license permits issuance of a sub- 
license from the second device to the first device; 

Saito instead discloses the issuance of a sub-license (Column 8, lines 37-48) or (Column 
6, lines 43-47), but fails to explicit state that rules are included to see if such action is 
permitted. 

Additionally, the Examiner notes that the manipulations performed by Saito and 
Applicant's invention are very similar with the mappings shown above. The Examiner 
has mapped: 

• PUlasKbl 
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• PRlasKsl 

• PU2asKbl 

• PR2asKsl 

• KDasKsl 

However, in the art of cryptography however, Kbl cannot be said to be equivalent to PU1 
and PU2 and KD. The Applicant clearly has them as distinct entities in claim 1, while 
Kbl in Saito assumes the role of all of them as a singular key. However, in the interest 
of the clarifying the reasons for allowance, the Examiner has mapped Kbl to all of them 
to elucidate the similarity in the roles performed by Kbl to the keys of Applicant's 
invention. Yet because Applicant has claimed three disparate keys, while Saito only uses 
one to perform these roles, it is the Examiner's position that Saito fails to disclose PU2 
and KD. 

For this reason, Claim 1 is distinguished from the prior art of record and the rejections are 
withdrawn. No art has been found to disclose nor motivation been found to further divide 
Kbl into further disparate keys. Moreover, Saito actually further divides the secret key 
Ksl, and Ksl into Ksl 1 and Ksl2 in (Column 7, lines 35-45). A number of "key 
divisions" are further made in varying implementations throughout Saito, none of which 
divide the functionality of Kbl into the roles that Applicant has distinguished in Claim 1. 



Application/Control Number: 09/892,371 Page 7 

Art Unit: 2134 

Thus while, the division of a particular cryptographic role of a key into several keys is 
well known in the art as evidenced by Saito, there is no disclosure or motivation to divide 
the roles of the keys in the way that Claim 1 has recited. 

For the reasons established above claim 1 is allowable. 

Claim 15 is substantially similar to claim 1 and is allowable for the same reasons. 

Claims 2-14, 16-22 depend upon independent claims 1 and 15 respectively. They are 
allowable in light of their independent claims being allowable. 

Conclusion 

4. Any inquiry concerning this communication from the examiner should be directed 
to Thomas M Ho whose telephone number is (571)272-3835. The examiner can normally 
be reached on M-F from 9:30 AM - 6:00 PM. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Gregory A. Morse can be reached on (571)272-3838. 

The Examiner may also be reached through email through Thomas.Ho6@uspto.gov 



Any inquiry of a general nature or relating to the status of this application or proceeding 
should be directed to the receptionist whose telephone number is (571)272-2100. 
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General Information/Receptionist Telephone: 571-272-2100 Fax: 571-273-8300 
Customer Service Representative Telephone: 571-272-2100 Fax: 571-273-8300 



TMH 

Feburary 5 th , 2006 



